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AGENDA

• History and context
–  INFOSEC
–  CUI
–  NIST Scores
–  PIEE and SPRS
–  CMMC Certification
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• NIST = National Institute of Standards and Technology

• SPRS = Supplier Performance Risk System

• PIEE = Procurement Integrated Enterprise Environment

• CUI = Controlled Unclassified Information

• CTI = Controlled Technical Information (a subset of CUI)

• CMMC = Cybersecurity Maturity Model Certification 

• FOUO = For Official Use Only

KEY TERMS
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INFOSEC

BUILDING STRONG®
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In 2020, what was the #1 most 
hacked organization in DoD?

CUI
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USACE

CUI
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DoD/Army/G6 spent a ton of $ 
hardening our infrastructure.  

Good news? We closed the gap.  
Bad news? Our enemies pivoted? 

So where did they shift fire? 
What’s the new target?

CUI
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Industry

CUI
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CUI

USACE
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WHY NOWWHY NOW?
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WHY NOW?
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WHY NOW?
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Month/Year Company Sector Incident Type No. of 
People

September 
2024

Acadian Ambulance Service Healthcare Data Breach/Theft/Leak 2,896,985

September 
2024

BingX Financial Services Hacking -

September 
2024

Welltok Healthcare Data Breach/Theft/Leak 14,700,000

August 2024 Young Consulting LLC Financial Services Data Breach/Theft/Leak 1,000,000

August 2024 Trionfo Solutions Insuretech Data Breach/Theft/Leak 76,000

August 2024 Medical Center Barbour Healthcare Data Breach/Theft/Leak 61,000

August 2024 Park'N Fly Parking Data Breach/Theft/Leak 1,000,000

August 2024 Gramercy Surgery Center Healthcare Data Breach/Theft/Leak 50,000

August 2024 Halliburton Energy Cyber Attack ND

August 2024 VeriSource Services Technology Data Breach/Theft/Leak 55,000

Recent Cybersecurity Attacks and Data Breaches -2024

Show 102,550,100 entries

WHY NOW?
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Our enemy’s primary target is the 
Defense Industrial Base (DIB). 

What are you doing about  it?

CUI
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We NEED youWe NEED you…

To Protect Our Info!To Protect Our Info!
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CUI

BUILDING STRONG®
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Can you objectively 
determine what information 

is or is not Controlled 
Unclassified Information 

(CUI) in your organization?

CUI
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DEFINITION OF CUI

CUI is sensitive information that does not meet the 
criteria for classification but must still be protected.  It 

is Government-created or owned UNCLASSIFIED 
information that allows for, or requires, safeguarding 
and dissemination controls in accordance with laws, 

regulations, or Government-wide policies.
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CUI BASICS
• SHARED responsibility of Government (GOV) and Contractor (KTR) personnel

• GOV responsibilities: 
o Identification
o Communication 
o Marking
o Safeguarding

• KTR responsibilities:
o Marking
o Safeguarding
o Reporting – 100%, even suspected cyber incidents to DoD.

• DoD Cyber Crime Center = central node to report incidents: https://dibnet.dod.mil
• Can also report anomalous cyber activity 24/7 to: report@cisa.gov or (888) 282-0870
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.DODCUI.www  mil

https://www.dodcui.mil/
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National Institute of Standards 
&Technology

(NIST) SCORES

 
     

BUILDING STRONG®
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 A reflection of a company's compliance with NIST-800-
171

 A company's security posture

 Let’s the Government know how a company is 
protecting Controlled Unclassified Information (CUI)

WHAT IS A NIST SCORE
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WHAT IS A NIST SCORE

NIST SP 
800-171

NIST SP 
800-171A

NIST SP 
800-172

NIST SP 
800-172A

BASIC= 
Required

Enhanced 
Security
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• NIST SP 800-171 Revision 2, Protecting Controlled 
     Unclassified Information (CUI) in Nonfederal      
Systems and Organizations Security Requirements
• DoD’s 110 item Microsoft Excel checklist
• KTRs must self-assess their cyber hygiene annually
• KTRs upload their score into PIEE/SPRS
• Scores don’t matter, only that KTR performed the 

assessment
• NIST is a statutory mandate not a policy initiative

WHAT IS THE NIST REQUIREMENT?
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NIST

FAR 52.204-28: Federal Acquisition Supply Chain Security Act Orders—Federal Supply Schedules, Governmentwide Acquisition 
Contracts, and Multi-Agency Contracts. (Order Level)
• In all Federal Supply Schedules, Governmentwide acquisition contracts, and multi-agency contracts where Federal Acquisition Supply Chain Security Act (FASCSA) 
orders are applied at the order level. Include in the solicitation and resultant contract.

FAR 52.204-29: Federal Acquisition Supply Chain Security Act Orders—Representation and Disclosures.
• In all solicitations, except for Federal Supply Schedules, Governmentwide acquisition contracts, and multi-agency contracts.

OR

• In all solicitations for Federal Supply Schedules, Governmentwide acquisition contracts, and multi-agency contracts, if FASCSA orders are applied at the contract level 
(see 4.2304(b)(1)(i)).

FAR 52.204-30: Federal Acquisition Supply Chain Security Act Orders—Prohibition. (Base Level) 

• DoD FASCSA orders: 

o  (1) Information technology, as defined in 40 U.S.C. 11101, including cloud computing services of all types;
o  (2) Telecommunications equipment or telecommunications service, as those terms are defined in section 3 of the Communications Act of 1934 ( 47 U.S.C. 153);
o  (3) The processing of information on a Federal or non-Federal information system, subject to the requirements of the Controlled Unclassified Information program (see 32 CFR part 
2002); or
o  (4) Hardware, systems, devices, software, or services that include embedded or incidental information technology.

• Except for Federal Supply Schedules, Governmentwide acquisition contracts, and multi-agency contracts.

•Required action by all awardees every 90 days- must go into SAM and recertify acknowledging compliance
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NIST SCORES STORED IN PIEE/SPRS

• REFERENCE:  IAW DFARS 204.7303(b), the contracting officer shall verify that the summary 
level score of a current NIST SP 800-171 DoD Assessment (i.e., not more than 3 years old) in 
PIEE’s Supplier Performance Risk System (SPRS) prior to—

(1) Awarding a contract, task order, or delivery order to an offeror or contractor that is required to 
implement NIST SP 800-171 in accordance with the clause at 252.204-7012; or

(2) Exercising an option period or extending the period of performance on a contract, task 
order, or delivery order with a contractor that is required to implement the NIST SP 800-171 in 
accordance with the clause at 252.204-7012.

204.7302 Policy.
(a)( (3) The NIST SP 800-171 DoD Assessment Methodology is located 

at https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171

https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171
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TIMELINE INFOSEC CHANGES/ CHALLENGES 

FY19 NDAA 
Section 
889b

SEP ‘20 NOV ‘20 OCT ‘25

National Institute 
of Standards and 

Technology 
(NIST) Self 
Evaluation 

Scores Req’d

Cybersecurity
Maturity
Model 

Certification 
(CMMC 2.0)

FY19 NDAA
Section
889a

SEP ‘19

No purchases 
from 5 

Chinese firms

No tech 
anywhere in 
supply chain 

from 5 Chinese 
firms

Mandatory NIST 
scores or no 

contract awards, 
and protection of 

all CUI.

Mandatory CMMC 
certification for all 

contractors,      
Levels 1 to 3

DFARS 
Controlled 

Unclassified 
Info. (CUI) 

Clause

OCT ‘16

DFARS 252.204-
7012, Contractors
must comply with 

CUI marking, 
safeguarding, 

reporting



28

PIEE and SPRS

 
     

BUILDING STRONG®
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PIEE AND SPRS- NIST SCORES
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PIEE AND SPRS - NIST SCORES
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PIEE AND SPRS- NIST SCORES



32

PIEE AND SPRS- NIST SCORES
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PIEE AND SPRS- NIST SCORES
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PIEE AND SPRS- NIST SCORES
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PIEE AND SPRS- NIST SCORES STORED

Contractor’s Complete their NIST Self-Assessment through 
Procurement Integrated Enterprise Environment (PIEE) Supplier 

Performance Risk System (SPRS)
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NIST SCORES

• No NIST SCORE = No Award

• Who plans to do business with the 
Government?
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CMMC CERTIFICATION

 
Contact your local PTAC who can assist with CMMC information further:

https://www.swd.usace.army.mil/Business-With-Us/Small-Business/

   
BUILDING STRONG®

https://www.swd.usace.army.mil/Business-With-Us/Small-Business/
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WHY DOES NIST MATTER?

What happens on 1 OCT 25?
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TIMELINE INFOSEC CHANGES / CHALLENGES

FY19 NDAA 
Section 
889b

SEP ‘20
NOV ‘20

OCT ‘25

National Institute 
of Standards and 

Technology 
(NIST) Self 
Evaluation 

Scores Req’d

Cybersecurity
Maturity
Model 

Certification 
(CMMC 2.0)

FY19 NDAA
Section
889a

SEP ‘19

No purchases 
from 5 

Chinese firms

No tech 
anywhere in 
supply chain 

from 5 Chinese 
firms

Mandatory NIST 
scores or no 

contract awards, 
and protection of 

all CUI.

Mandatory CMMC 
certification for all 

contractors,      
Levels 1 to 3

DFARS 
Controlled 

Unclassified 
Info. (CUI) 

Clause

OCT ‘16

DFARS 252.204-
7012, Contractors
must comply with 

CUI marking, 
safeguarding, 

reporting
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1 OCT 25.
330 days.

Less than a year
CUI



41CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC)



42

ORIGINAL CMMC FRAMEWORK

LOW



43CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC)



44CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC) 

CMMC Frequently Asked Questions (defense.gov)

https://dodcio.defense.gov/CMMC/FAQ/#:%7E:text=The%20relationship%20between%20CMMC%20and%20the%20NIST%20standards,identified%20by%20the%20DFARS%20clause%29%20has%20been%20met.
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LOW

CURRENT CMMC FRAMEWORK

Note the 
word: “SELF”
Train to fight.
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REGIONAL CONTRACTING TEAM
AT YOUR SERVICE

Mr. David Curry

Mr. Ruben Campos Ms. Amanda Zawierzynski Mr. Dan Carnley

Regional Chief
469-487-7072

Deputy Chief
469-487-7160

Procurement Analyst
469-487-7146

Procurement Analyst
469-487-7066
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BACKUP INFORMATION SLIDES 

 
     

BUILDING STRONG®



48NATIONAL INSTITUTE OF 
STANDARDS & TECHNOLOGY (NIST) SCORES

CUI

https://www.sprs.csd.disa.mil/nistsp.htm


49CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC) 

LOW
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HTTPS://DODCIO.DEFENSE.GOV/CMMC/

LOW

https://dodcio.defense.gov/CMMC/
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